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1. What is SafeDNS and what it is made for  

1.1. What SafeDNS is made for 

SafeDNS is a cloud-based content filtering service based on the domain name 

technology ɀ DNS, domain name system. The DNS protocol is used to map the IP 

address of the site and its domain name. Computers and websites work with IP 

addresses but for us as customers, it is more convenient to use names of sites ɀ 

domains. For example, it is easier to remember google.c om, not the 8.8.8.8 IP 

address.  

1.2. Solutions for Web Filtering and Network Security  

We offer a wide selection of secure,  fast and reliable solutions for content and web 

filtering. You can find an appropriate solution for your industry or type of organization 

ɀ from small business to enterprise. Work with us to make the internet safe. Contact 

us if you want to know more abou t our content filtering solutions.  

Home/Parental Control  

¶ Protect your family from threats and dangers on the internet.  

¶ Block inappropriate websites.  

¶ Protect every internet -connected device from tablets, laptops to gaming 

consoles.  

¶ Use SafeDNS Agent, a SafeDNS software agent for Windows -based PCs, to 

protect your family even when you are away.  

¶ Get protection for the entire home network with no software required.  

Business  

¶ Protect your company and maximize employees' productivity.  

¶ Block inappropriate and insec ure websites.  

¶ Get centralized protection and management for your decentralized 

infrastructure.  

Educational  Institutions and Libraries  

¶ Reliable protection for all educational institutions from K -12 schools to higher 

education.  

¶ Full CIPA compliance. 
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¶ Safe Internet for your campus networks and every connected device in your 

school or college.  

Telecoms and Internet Service Providers (ISPs)  

¶ Protect your infrastructure and users.  

¶ Get a standalone solution with the ability to serve millions of users.  

¶ Launch your ow n branded protection for your customers (parental control and 

content filtering services).  

¶ Follow government regulations.  

Wi -Fi Hotspots and Wireless ISPs  

¶ Protect your infrastructure and users in few minutes.  

¶ Provide centralized protection and management f or your decentralized 

infrastructure.  

¶ Secure access without excessive filtering to your customer satisfaction.  

Service Providers and VARs  

¶ Join our partnership program and earn money with us.  

¶ Protect your customers' networks and devices against threats with  less service 

overheads.  

¶ Get reseller panel for centralized management of all your customers' networks 

and registration of users.  

¶ Show your own brand for your customers.  

OEM Partners  

¶ Use our database of categorized websites in your own software and systems . 

¶ Integrate a white -labeled version of SafeDNS Agent.  

¶ Install SafeDNS parental control software on your PCs or other devices.  

1.3. How SafeDNS works 

Pretty simple. As a registered user you choose the categories of websites you wish to 

block in your SafeD NS filtering service Dashboard at safedns.com . A few minutes later 

the changes will come into effect on SafeDNS DNS servers, and the filtering rules that 

https://www.safedns.com/en/
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you have set will be applied to the protected networks and devices. 

Once you have done that, all DNS requests from these networks and devices are 

redirected to the SafeDNS servers, where each request is categorized and checked 

against the content categories you have previously blocked. If there's a request for a 

site not included in any of the blocked categories or in any blacklist, the IP address of 

the site will be returned, and the web page will be opened. If the request is for a site 

from a blocked category, then the answer will contain IP address of the SafeDN S block 

page. At the same time, the quality of content filtering in many respects depends on 

the relevance of a website database, used for site categorization, as well as on the 

coverage of the i nternet by the database.  

1.4. The basis of SafeDNS database 

SafeDNS provides the best categorization database on the market. Now the database 

contains over 100 million sites, which covers approximately 3/4 of the existing and 

working internet resources.  

The SafeDNS categorization database is based on:  

¶ Automatic cate gorization by the SafeDNS crawler  

¶ Detection of virus propagation sites by a special module for detecting malicious 

resources  

¶ Manual categorization by SafeDNS specialists  

¶ DNS logs of SafeDNS users  

¶ Custom categorization.  

Back to the Contents  
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2. How to set up content filtering  

2.1. How to start using SafeDNS  

First of all, you need to register at the SafeDNS website. Please , click the Free Trial  

link in the upper right corner of the website.  

 

On the registration page selec t a billing plan you need. You can use a 15 -day trial 

period (for any of the ɄHomeɅ, ɄSchoolɅ, ɄOfficeɅ plans). Next, you need to create your 

login credentials ɀ email  and password  which will be used for identification. After 

that, enter the captcha and ac cept rules for using the  SafeDNS service and click the 

Register  button.  
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Confirmation of your registration in the SafeDNS service will be sent to your email. 

Also, you can immediately pay any paid plan on our website (for more details about 

the billing pl ans and payments ɀ see this guide, §14)  

 

2.2. How to protect your computer  

To protect your computer,  you can install SafeDNS Agent or configure filtering 

through DDClient  in case your computer has a dedicated exter nal dynamic IP 

address.  

How to install SafeDNS Agent  

Download an installation file from your Dashboard or by the link:  

http s://www.safedns.com/downloads/SafeDNS -Agent-Setup.exe 

https://www.safedns.com/downloads/SafeDNS-Agent-Setup.exe
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Upon launching the file,  you will see SafeDNS Agent setup window.  

 

Installation of SafeDNS Agent is intuitive and straightforward. After installation is 

complete you can run SafeDNS Agent and log in. To sign in to Agent use the 

credentials you have created on the SafeDNS website.  

 

More detailed instructions on SafeDNS Agent installation and configuration can be 

found on the SafeDNS website: https://www.safedns.com/en/safedns -agent -how -to-

guide/  

https://www.safedns.com/en/safedns-agent-how-to-guide/
https://www.safedns.com/en/safedns-agent-how-to-guide/


 

13 

 

2.3. How to protect your laptop with SafeDNS  

To protect your laptop,  you can install SafeDNS Agent or configure the filtering 

through DDClient if your computer has a dedicated external dynamic (White) IP 

address.  

2.4. How to protect your mobile d evice 

In order to protect your mobile phone against any inappropriate material on the 

internet, you can install and configure an OpenVPN application following instructions 

on our website: https://www.safedns.com/en/guides/mobile_vpn_guide/  

2.5. How to protect the entire network  

You can use the following options to configure filtering to protect the network:  

¶ Custom filtering on any other router, gateway, router  

¶ Custom filtering by setting S afeDNS Agent on each computer in the network  

2.6. How to add multiple IP addresses  

If you have multiple networks with static IP address , you can add each network to 

Dashboard. You can make not es for your convenience in the Comment  section  

(when adding your  network in Dashboard ). If necessary, you can choose different 

policies (profiles) on your network.  

To add a network, go to Dashboard -> Settings -> Nets.  

2.7. How to enable filtering on a dynamic IP address  

There are several options:  

¶ Install and configure  SafeDNS Agent. 

¶ If your router supports any of DynDNS services, you can configure filtering by 

using this service. You can see the instruction on how to configure the filtering 

on the SafeDNS website: https://www.safedns.com/en/setup -on-dsl-wi-fi-

routers/#dynamic . 

Back to the Contents  

 

https://www.safedns.com/en/guides/mobile_vpn_guide/
https://www.safedns.com/en/setup-on-dsl-wi-fi-routers/#dynamic
https://www.safedns.com/en/setup-on-dsl-wi-fi-routers/#dynamic
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3. Blocking categories of websites  

3.1. How to block porn sites or other site categories  

To block pornography a nd other categories of sites, you need to go to Dashboard -> 

Web Filtering section , tick the checkbox next to the category/categories or their 

groups you wish to block and save the settings (click the green Save button). To 

unblock a category, untick it an d save the settings. The settings will be distributed to 

all of the SafeDNS servers in 3 -5 minutes.  

 

3.2. How to block banner ads, advertisement videos, pop -up windows  

To block banner ads, you need to go to Dashboard -> Web Filtering -> Time Wasters  

group and tick the categor y Banner Ads , then cli ck Save to apply the settings.  

Back to the Contents  
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4. Black and White lists  

4.1. How to block access to specific domains  

To block certain sites, go to Dashboard -> Domains tab -> Blacklist section , enter 

the domain you want to block and click Add  button. To block a site, its domain should 

be entered without ɄwwwɅ (for example, google.com ). In this case, the whole domain 

will be blocked, including its subdomains. If you want to blo ck only a particular 

subdomain (for example, maps.google.com ), you just need to add this subdomain to 

your blacklist. In this case, the remaining subdomains of the domain google.com  will 

be available.  

 

Once the domain is added, it will be shown in the list  below. These changes will be 

applied approximately in 3 -5 minutes and the domain will be blocked.  

4.2. How to block all subdomains for main domains  

To block all subdomains of a domain, you should block the primary domain. For 

example, if you need to block  maps.google.com, docs.google.com, etc., you should 

add the root domain google.co m  to your blacklist.  
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4.3. How to allow access to the specifiǍ domain from a blocked category 

To access a domain from a blocked category you have to add this domain to your 

whitelist. For example, if you need to open access to chat.com  but block all other 

messengers, block the category Chat & Messengers  and add chat.com  domain to 

your whitelist.  

To unblock a certain site from a restricted category,  go to  Dashboard -> Domains tab , 

find the White list  section  and enter the website address you want to allo w. 
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4.4. How to allow acc ess only to websites in your whiteli st (Whitelist -only 
mode)  

To allow access only to whitelisted sites go to Dash board -> Web filtering . Scroll 

down to the  Additional settings  section , tick the Use the White List only  checkbox 

and Save  the settings.  

 

4.5. Named Black / white lists  

Named Lists  is a convenient feature for the Education, Hotspot, Office and Enterprise 

billing plans. It is designed to be installed on different filtering policies (profiles) at the 

same time. Now you can edit one named list and  then apply it to any of your filtering 

policies. Named lists will also increase the limit for black and white lists according to 

your billing plan. You also can manage lists of allowed or blocked hosts and domains 

for all of your profiles or groups of pro files via this convenient feature.  
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Click the Settings tab  and choose Named Lists  in the menu:  

 

Then enter the most convenient name for the list and  choose an appropriate action: 

Always allow  (for the White list) or Always block  (for the Black list).  
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Use the Named L ists Settings  button to select profiles to which the named lists will 

be applied:  

 

 

Save  the settings and go to the  Domains tab . Choose a filtering profile for which the 

Named list is active, put hosts and domains in the appropriate field. Alternatively, yo u 

can press Edit as list  button to edit a list of recor ds for the selected named list.  

Back to the Contents  
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5. Additional features  

5.1. Forcing Safe Search 

To enable Safe Search  go to Dashboard -> Web Fi ltering tab  (top menu). Scroll down 

to  the Additional settings  section  tick the Force Safe Search  checkbox and click 

Save. 
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5.2. How to enable Safe Search Agent  

You can manage such settings as Force Safe Search , Force Restricted Mode for 

YouTube  and other s in the Additional settings tab.  
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5.3. How to forcibly turn on Restricted mode on YouTube  

With Force Restricted mode  option enabled, YouTube will be forced to use Restricted 

Mode. This mode hides videos that may contain inappropriate content flagged by 

users. No filter is 100% accurate, but it should help you avoid the most inappropriate 

content. With the option enabled, YouTube will be accessible even if the Movies & 

Video  category is blocked.  

To force YouTube Restricted mode, go to Dashboard -> Web Fi ltering tab  (top menu) 

and in the Additional settings  section tick the Force  Restricted Mode for Youtube  

checkbox and click Save. 

 

Back to the Contents  



 

23 

 

6. Botnets, Phishing and Virus propagation  

6.1. How to turn on notific ations in botnet activity in my network  

To receive notifications of botnet activity, go to Dashboard -> Web Filtering  (top 

menu) -> Additional settings , tick the Get botnets activity  checkbox and click Save. 

When this is done, you will get email notificat ions of any botnet activity from the 

protected networks and devices.  
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6.2. Blocking access to botnet control nodes  

Botnet is a computer network consisting of a number of hosts from running bots ɀ 

standalone software.  

To block access to the control nodes of botnets go to Dashboard -> Web Filtering tab  

and block the Botnets  category. Then click Save. 

 

6.3. Blocking access to phishing sites  

Phishing is a form of an internet fraud used for getting access to confidential data ɀ 

logins and passwords.  

In order t o block access to phishing sites go to Dashboard -> Web Filtering tab  and 

block the Phishing  category. Then click Save. 
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6.4. Blocking access to virus propagation sites  

To block access to infected sites, go to Dashboard -> Web Filtering tab  and block the  

Virus propagation  category. Then click Save . 

 

Back to the Contents  
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7. Profiles  

7.1. How to add a filtering profile  

A filtering profile is a set of filtering options with an assigned name. It is necessary if 

you have diff erent filtering policies for different network users (or groups of users). 

Also, profiles are used when you are setting a filtering schedule. The Default profile 

cannot be deleted or renamed and you cannot set any filtering schedule for it. 

Additional prof iles can be created in the Settings -> Profiles tab  in Dashboard . 
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7.2. How to change the name of the profile settings  

Change the name of the profile settings in Settings -> Profiles . Next  to any existing 

profile click Edit . After editing click Save. 

 

7.3. How to copy profile settings  

Profile copying will be important in situations when there's an extensive white - or 

blacklist created for a particular profile. To save you time, you can copy the profile 

instead of manually adding the necessary sites to wh ite- or blacklists of a new profile. 

Remember, only the existing profile's filtering settings are copied ( Web filtering  and 

Domains  sections ). To copy the settings of the pro file, go to Profiles  and click Copy . 
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7.4. How to change profile settings for the s elected static or dynamic IP 
address 

Go to Settings -> Nets  (section on the left) and find the static IP address or a 

hostname in the appropriate section. To the right of the IP address or name of the 

dynamic DNS host, you can click Change  and select the d esired profile. After that click 

Save. 

7.5. How to make different filters for different users of the same computer  

To create different filters for different local users you need two or more fi ltering 

profiles (for example, ɄChildrenɅ and ɄParentsɅ). 

Application of such settings is possible only with the use of SafeDNS A gent. To set it 

up you need to have two or more local user accounts created on the computer.  

In SafeDNS Agent  go to Settings -> Profiles -> Local users , select the user and the 

corresponding  filtering profile  and tick the box ɄBind local users to profiles Ʌ. 

 

The corresponding profile is used when the user logs into the system.  

Back to the Contents  
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8. Schedule  

8.1. How to set up schedule for filtering  

Unlike o ther content filtering systems that use simple schedules with a complete 

blocking of internet access based on time, the SafeDNS service uses a complex system 

of schedules that can be flexibly configured for any needs and any scenario. However, 

a greater fl exibility brings more complexity to the setup of the schedule.  

Profile setting s will come into effect during active hours and during the rest of the 

time Default profile  settings will be applied.  

This system allows for a flexible schedule, so you can apply  more advanced 

scenarios like:  

1. ɄTurning off the internet Ʌ schedule, with the filtered internet for the rest of the 

time. This option is often used by parents to limit kidsɅ access to the internet 

during school hours.  

2. ɄFiltering of unproductive websites in the workplace Ʌ, with unlimited access 

during lunch break, before and after the working hours. Obviously, this 

scheduling is suitable for use within organizations.  

3. A more rigorous filtering in the hours when the computer is used by a child and 

less strict f iltering (or lack of it) in the hours when the computer is used by 

adults.  

Now we will look at how to set up and enable a schedule, and then look at common 

scenarios of the filtering schedule usage at home and in the organization.  

To set up a schedule, you  are supposed to have at least one additional profile on 

which you will enable the schedule.  

1. Log in to Dashboard . 

2. Go to Settings -> Profiles . 

3. Enter  the name of the profile (e.g. Schedule profile) and click Add . 
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After creating the profile, you can start se tting up a schedule.  

1. Go to Settings -> Schedule  

2. In the list of your profiles (upper right corner), selec t the recently created profile 

Schedule profile. Note that the Default profile  does not appear in the list because 

no separate schedule can be enabled o n it.  

3. Set the time during which Schedule profile should be active. The rest of the time 

the Default profile  will be active. The appearance and functionality of the 

schedule depends on your service plan.  

4. Tick the checkbox Enable work on the schedule  for thi s profile.  

5. Click Save. 

 

After setting up the schedule you need to apply it to your network or individual 

computers.  

You can have multiple profiles with different schedules for different users and 

networks, but note that the switch will always be between the current profile and the 

Default profile . 
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8.2. Possible issues with the schedule  

Scheduled settings switch at the wrong time : 

Make sure that you have the correct time zone applied. In Dashboard  go to Account -

> Person , select the correct time zone and  click Save . 

 

The schedule works but blocking and unblocking occur with a delay : 

Due to the caching of DNS queries at the system and browser level, your computer 

cannot immediately respond to blocking or unblocking issued by our service. To 

eliminate this,  we recommend disabling automatic control of the browser cache.  

The schedule isn't working at all : 

Make sure that you have followed all of the above -mentioned steps on configuring the 

schedule. If everything is done correctly and the issue persists, contac t our technical 

support team.  

Back to the Contents  
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9. Customizing appearance of the service  

9.1. How to use custom text and picture on the block page  

To place your custom text and picture on the block page, go to Dashboard  -> Settings  

(top level menu) -> Block page  (section on the left ), then select Personal block page . 

Then you can write your text in the Description  field. To upload your picture instead 

of the SafeDNS logo, you need to prepare a picture (Image formats: JPE G, GIF, PNG. 

The picture will automatically be reduced to 300 points as the maximum s ize) and 

upload it through the Choose File  field. Then click Save to apply the changes.  

 

You can see a preview of your customi zed block page by clicking the View  button next 

to the name of the page type. The preview of your block page will open in the new 

window.  


















































































