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About SafeDNS

INTRODUCTION
Congratulations on becoming a SafeDNS Reseller!
This guide will provide you with instructions on how to get started,
along with directions on how to use Reseller’s Panel to provide your
customers with SafeDNS Services
This guide will help you ﬁnd out:
• Whom you can sell SafeDNS services to
• How to prepare marketing materials
• How to provide SafeDNS services to your customers
• Customer management in your Reseller Account
• Branding options
• How pricing and licensing are structured
• Technical characteristics in 'Speciﬁcation Sheet'
In this guide we will take a closer look at each one of them.
WHOM TO SELL SAFEDNS TO
You can resell the SafeDNS web ﬁltering services to:
• Home users
• Businesses of any size
• Educational institutions (of any level – schools, colleges, universities,
• etc.) and libraries
• Camping grounds, cafes, family restaurants, coffee shops, and other
• public/guest Wi-Fi providers
• Internet and mobile service providers
SafeDNS provides solutions adapted to each of these particular types of clients.
Safe@Home Plan

The SafeDNS solution for home users allows families with kids to manage and
control kids' access to the internet and protect all of family's web-connected
devices against web-based threats and unwanted content online. For 4 years
in a row SafeDNS received Approved Parental Control Product award as a result
of rigorous tests and reviews by AV-Comparatives, a world-known test lab.
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Safe@Ofﬁce and Enterprise Plans

Business of any size, from SOHO; SMB to enterprise, can signiﬁcantly
beneﬁt with SafeDNS. The ﬁltering service blocks access to malicious and
phishing resources, prevents inclusion of corporate computers by botnets,
ensures internet usage policy compliance, and saves work time by only
allowing online activities relevant to the company.
The SafeDNS solution for educational institutions and libraries safeguards
students and staff from dangerous and explicit content on the internet
leaving educational, age-appropriate sites available to network users.
SafeDNS is indispensable for regulatory compliance:
SafeDNS blocks
content to help
users comply
with regulation

Country

Why it is important

Children’s Internet
Protection Act (CIPA)

US

To get government-based funding
an educational institution should
comply with CIPA

A list of virtual media
harmful to young people
compiled by Federal
Review Board for Media
Harmful to Minors (BPjM)

GER

It is against the law to make the
resources from this list accessible
to minors. The list is included into
a separate ﬁltering category,
German Youth Protection

A list of URLs compiled
by Counter Terrorism
Internet Referral Unit
(CTIRU), run by
the Metropolitan Police

UK

It is against the law to make
the terrorism-related resources
from this list accessible to web
surfers in the UK. The list is included
into a ﬁltering category,
Hate and Discrimination

A list of Child Abuse
Images and content
(CAIC) list compiled
by Internet Watch
Foundation (IWF)

UK

In 94 countries it is against the law
to make such content accessible.
To comply with regulation, prevent
distribution and sharing child sexual
abuse content online and prevent
re-exposure to victims, SafeDNS,
as an IWF Member, receives the list
and includes its resources into
a separate ﬁltering category,
Child Sexual Abuse (IWF)
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SafeDNS blocks
content to help
users comply
with regulation

Country

Why it is important

An URL List of resources
with child sexual abuse
material compiled by
the Canadian Centre
for Child Protection
(C3P), as part of
Project Arachnid

CAN

In line with the goal of ﬁghting
propagation and sharing of child
sexual abuse content, SafeDNS
includes the list into a separate
category, Child Sexual Abuse
(Arachnid)

Hotspot Edition Plan

Filtering out such heinous resources matters to public Wi-Fi providers too.
They can beneﬁt from a SafeDNS solution, called Hotspot Edition, adapted
to their needs by making their wireless networks safer and more
child-friendly. We cooperate with Friendly WiFi (UK), a popular
self-certiﬁcation scheme for public Wi-Fi providers.

SafeDNS is a Friendly Wi-Fi Partner. It means SafeDNS is recommended by
Friendly WiFi to public Wi-Fi owners and providers seeking solutions to
ensure safe and family- friendly web connection for their users.
SafeDNS Parental Control Platform or SafeDNS Cloud for ISP

With SafeDNS, internet and mobile service providers get a tangible
opportunity to offer subscribers a reliable parental control and web
ﬁltering service without a need for any additional app on their devices.
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MARKETING MATERIALS
AVAILABLE TO SAFEDNS RESELLERS
As a SafeDNS solution Reseller you can use texts from SafeDNS marketing
materials (available in .pdf at the links below) to prepare the ones for your
customers:
BUSINESS & ENTERPRISE
• Safe internet for business in English
WIRELESS NETWORK
• Web ﬁltering for WiFi protection in English
• SafeDNS solutions for WiFi providers in English
EDUCATION
• Safe internet for educational institutions and libraries in English
• Reliable Service for Web Filtering & Access Management for Aurora University.
• Case Study: in English
• Top-notch Filtering Quality and Service Reliabilityfor De La Salle University.
• Case Study: in English
VIDEO TUTORIALS
• SafeDNS Agent Features in English
• How to get online protection in English
ISP AND MOBILE OREPATORS
• SafeDNS for Internet and Mobile Service Providers in English
Case Studies:
• Cloud Parental Control for a Middle Eastern Telecom Operator, in English
• Web Filtering for the largest Mexican 828 ISP, in English
• Parental Control Solution for CDMA Mobile Operator, in English
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HOW TO PROVIDE SAFEDNS
SERVICES TO YOUR CUSTOMERS
To provide your clients with the SafeDNS ﬁltering service, please, read
carefully the section below.
RESELLER ACCOUNT

When you join the program, ﬁrst register at SafeDNS. Then, SafeDNS will
activate a Reseller plan via your account.
A SafeDNS Reseller account gives you the ability to provide your customers
with individual accounts. You can create and manage their accounts,
deﬁne their ﬁltering settings or allow these customers to manage their
internet access themselves in their accounts.

With your Reseller Account credentials you access SafeDNS Service
Dashboard. It consists of a menu bar, a main menu and an information
box. When you log in to your Reseller account, you will ﬁrst enter the 'Main'
menu with the quick guides on how to get started (see Picture 1 below).
Picture 1. Reseller's Dashboard Main page
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Along with the 'Main' section, there are 5 other menu bars: 'User
Administration', 'Categories', 'Allowlist', 'Denylist' and 'Help'.

In the 'Categories' menu, you can deﬁne ﬁltering settings that will be
applied to all of your newly created customers by default. Please note, that
if you give your customers access to their accounts, they will be able to
change the existing settings at any time.

In the 'Allowlist' and 'Denylist' you can List websites you want to block or
allow for your customers. These settings will be applied on top of your
customers' ﬁltering settings.
This means that the settings you make will be in priority.
ADDING NEW CUSTOMERS

To add a new customer to the SafeDNS service, enter the 'Users' tab on the
'User Administration' page of Dashboard, as shown in the Picture 2 below:
Picture 2. Adding a New Customer

Each of your customers must be entered in this form as a separate user in
Dashboard. Please, do not add different customers as the same user, but
you may create multiple users per customer (see Picture 2).
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For each user, you should deﬁne how many end users will be covered by
the ﬁltering service to apply the appropriate service plan in a ﬁxed
selection of service plans for home and business usage (Home and Ofﬁce
plans) or arbitrary amount (Enterprise plan). Ofﬁce plans go in the
predeﬁned packages for 5, 10, 25, 50, 75, and 100 users. If you need
Enterprise plan for your customer please contact your Account Manager.
Compare features available on different SafeDNS Plans.

Each of your customers must be entered in this form as a separate user in
Dashboard. Please, do not add different customers as the same user, but
you may create multiple users per customer (see Picture 2).

CUSTOMER MANAGEMENT
IN RESELLER ACCOUNT

ADDING ADDITIONAL LICENSES

You can change the plan for any customer by going to the 'Users' tab and
clicking on the pencil button in the List of users. Select another plan from
the List (see Picture 3).
Picture 3. Changing Customer's Plan
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DEACTIVATION OF CUSTOMER'S SUBSCRIPTION

The expiration date of a user should be set during the process of creating
a user. Also, the expiration date can be changed manually after a user was
created. The user’s account settings can be found under the “Pencil”
button.
It is possible to deactivate a user manually by unchecking the checkbox
“Active”. You can do it by going to the 'Users' tab and switching the 'Status'
button in the list of users. Or it can be done automatically due to a set
expiration date in the user’s account settings. (see Picture 4).
Picture 4. Deactivating Customer's Plan

By default, deactivated users are shown in the list along with active
accounts. It is possible to choose which users you want to see: active,
inactive or all. To see a needed type of users in the same tab, select
needed type in the drop-down menu and click 'Filter' at the top of your user
list.
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REACTIVATION OF CUSTOMER'S SUBSCRIPTION

When you need to ﬁnd and reactivate an "old" license. Please go to the
"Users" tab, ﬁlter out "Inactive only" and switch the account status button
(see Pictures 5.1, 5.2)
Picture 5.1.
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Picture 5.2.
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MANAGEMENT OF CUSTOMER'S FILTERING SETTINGS

To manage all settings for your customer, enter the 'Users' tab and press
the “Dashboard” button of an active user (see Picture 6).
Picture 6. Management of customer's ﬁltering settings
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You will take control over the user's account and can manage all the
needed settings on their behalf. Please, refer to the SafeDNS online guides
for information on how to use Dashboard and the SafeDNS service.
To log off a user account, press the 'Log off' button at the top of Dashboard
and you will return to your Reseller's Dashboard (see Picture 7).
Picture 7. User's Dashboard
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If your customers want to login and manage the settings themselves,
they should use their automatically created username (not their email)
as a username.
Your customers can log in to their accounts at the SafeDNS website, using
the credentials given by you, or by doing the same through a white labeled
login portal (more on that later).
CREATING THE LIST OF EXCEPTIONS FROM FILTERING RULES

You can also compile lists of websites to always block or allow and then
apply those lists to some or all of your customers.
To create such a list, you should enter the '.Allowlist' or 'Denylist' tab, set a
list name and add a list of websites to always allow or block for a user (see
Picture 8).

Picture 8. Adding Allowlist' and 'Denylist
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Then you should apply the newly created list to your customers' accounts
by clicking on the list and selecting which customer the created list should
be applied to (see Picture 9).
Picture 9.1 Applying Allowlist' and 'Denylist' to Your Customers

Picture 9.2
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In the 'Account' menu (gear icon), you can update your personal
information, password, view billing history and upload your company's
Logos that are to be placed in your white Label Login portal.

In the 'Help' menu, you can send a request to SafeDNS Support. SafeDNS
commits to responding to your requests within 24 hours. Alternatively, you
can send your technical requests directly on support@safedns.com, or
refer to the company's online guides. SafeDNS also has a Help Desk portal.
Here, right on the front page, you can ﬁnd:
• FAQs and answers to them;
• All the guides on how to get started with the SafeDNS service and set up
• the content ﬁltering on different devices and operating systems.

For sales and pre-sales support, please contact your MSP Account
Manager.
Let's take a closer Look at the settings menu of the Dashboard, to Learn
how to create, manage and control customers, set up a block page, view
statistics, etc.
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ACTIVITY REPORT OF YOUR CUSTOMERS
To check if your customers direct DNS requests to the ﬁltering service and
to conﬁrm that connection to the service is set up correctly, you should
enter the 'User Administration', then 'Statistic' tab (see Picture 10).
Picture 10. Customer's activity

Keep in mind that the 'Requests' ﬁeld is updated every hour and shows the
count of today's requests from 00:00 UTC.
API BASED CUSTOMER MANAGEMENT

SafeDNS can provide you a 'Subscription API' that allows you to add users
automatically to your Reseller's Dashboard. For more information, please
refer to your SafeDNS Account Manager.
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Picture 11. Exporting customer's statistics
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You can also switch the 'Statistic' button to enable the monthly generated
statistic report for your customer. Report will be sent to their email. To
change this option and other available options to a user, please click the
“Pencil” button. (see Picture 12).
Picture 12.1 Customer's monthly report
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The user administration section allows you to manage all the users you
have. You can enter their dashboard, turn on sending monthly stats or
change subscription parameters. And it is also possible to export the list
of your users into a separate .csv ﬁle. The report contains information
about users' subscription status. Such as Username, Billing plan, Customer Name, Email address, added IPv4 (or DynDNS) address, Active/Inactive
status and the Date End of the subscription
Picture 12.2 Users section with the report export button
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BRANDING
SafeDNS provides you with several branding options for the SafeDNS
Services.
CUSTOM BLOCK PAGE
You can set a global custom block page for all of your users with your own
logo and text. Please, contact your MSP Account Manager for information
on how this can be done.
For information on how to customize block pages for your users, please,
check out a dedicated online guide .
WHITE LABEL VERSION

We offer further customization of the SafeDNS services with a custom
domain for your users (e.g. ﬁlter.yourdomain.com), your logos and custom
set of features available for your users in the service dashboard. In this
case your users will see a custom branded login portal as well as a custom
branded dashboard with full or limited set of features.
As shown in the picture below
Picture 13. Reseller’s white label login portal
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Picture 14. Reseller’s white label login portal (inside)

Please, contact your MSP Account Manager for information on pricing for
the white label customization.
Upon completing the payment for the white label customization, in
Dashboard, under the tab “User administration” -> then “Settings” the
customization settings can be found. Here you can change logos, icon
styles, favicon, page content etc.
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Picture 15. White Label dashboard settings

Picture 16. White label customization

Get more details about SafeDNS White labelling customization via our
customization guide We'll send it to you upon request.
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PRICING & LICENSING
PRICING PACKAGES
Resellers of SafeDNS solutions can get SafeDNS Licenses with a reseller
discount from the ofﬁcial pricing webpage. The discount depends on the
terms, stipulated in the reseller’s contract with SafeDNS. Information about
the pricing is not to be published online or in print. Kindly contact your MSP
Account Manager for pricing details.
We offer monthly/ quarterly/ yearly payment options. You can also
request an annual discount by paying upfront for a 2 or 3-year
subscription.
If you want to sell the SafeDNS service under your brand, you can order to
set up a Standard White Label Portal for your customers for a
one-time-payment. Request it via sales@safedns.com or contact your
MSP Account Manager for more information.
PAYMENTS TO SAFEDNS
There's no obligation to resell SafeDNS. You can manage your users
immediately after your SafeDNS account activation. When you create a
user account, you will be invoiced with Net-30 terms for your purchase. The
invoice is expected to be paid within 21 days after the beginning of service
usage. You can download your invoice in PDF format and pay online with a
credit/debit card, wire transfer or by check. We offer monthly, annual, or
deposit-based billing, so you can select the most suitable option for you.
By default, the contract is valid for a year with automatic extension for the
next year, unless agreed to speciﬁc terms for a longer period.
CUSTOMER ACCOUNTS RENEWAL
An automated invoice will be sent to you 21 days prior to the renewal date,
at which time you may adjust the number of user seats for the next year or
month of service usage.
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SPECIFICATION SHEET

TECHNICAL CHARACTERISTICS
DNS Filtering

Filtering is based on DNS Protocol. This means that we
block websites by domain.

Cloud-based

SafeDNS web ﬁltering is very easy to set up as it is cloud
based. It requires no hardware or software to install.

Capacity

Based on DNS and BGP Anycast protocols the SafeDNS
highly scalable distributed network is able to
accommodate any number of users and provides a fast
response worldwide with no latency.

100% Uptime

A redundant conﬁguration of our cloud with points of
presence, located in both Americas, Europe, South Africa,
and South East Asia , insures a 100% uptime.

Supported
Devices

SafeDNS protects any internet-connected device
(desktop and laptop computers, smartphones, tablets,
etc.) with any OS.

Off network
ﬁltering

SafeDNS can also ﬁlter the internet for devices taken off
network
(with
SafeDNS
agent
software
for
Windows-based computers).

IP Identiﬁcation SafeDNS identiﬁes users by their IP address
Static/
Dynamic IP

Service supports both static and dynamic IP addresses.

VPN

Filtering can be set up through a VPN connection.

HTTPS

SafeDNS is able to ﬁlter both HTTP and HTTPS trafﬁc.
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109 million
websites

The database updating sources include data from own
farm of web crawlers, big data from the SafeDNS ﬁltering
service, processed by a machine learning system,
manual data from SafeDNS moderators and various
public and private sources of security feeds (phishing,
malware sites, botnet servers and so on). The machine
learning categorization system currently contains over
109 million of live websites and over 1 billion URLs in the
internal database. The crawler farm is adding up to 10
million of new pages to the index daily.

Live Database

We intentionally indicate the real number of sites in the
database that is not inﬂated to fantastic ﬁgures, which
can be found in descriptions of other vendors' products.
SafeDNS closely monitors the database relevance and
exclude nonexistent sites from it.

Capacity

The efﬁciency of SafeDNS web ﬁltering has been proved
by AVComparatives, a world leading test lab. For 5 years
straight the SafeDNS web content ﬁltering service is
named Approved Parental Control Product. According to
the latest report, SafeDNS blocks over 98.5% of requests
to adult content.

USER MANAGMENT
Web-based UI

You can manage the SafeDNS ﬁltering service from
anywhere on the internet.

Reseller Panel

Reseller Panel allows you to create, manage and control
users, introduce uniform or individual ﬁltering rules for
your users.

Subscription
API

You can add users and manage ﬁltering settings via
Subscription API.
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WHITELABELING
109 million
websites

Service block page is available in different types:
• Standard
• Personal
• Hidden
• Empty DNS answer

Rebrand Portal

SafeDNS can provide White Label Portal , that similar
to that of SafeDNS, but under the MSP's brand,
accessible through a customized URL (e.g.
ﬁlter.yourdomain.com)

Database
efﬁciency proof

The efﬁciency of SafeDNS web ﬁltering has been
proved by AV-Comparatives, a world leading test
lab. For 5 years straight the SafeDNS web content
ﬁltering service is named Approved Parental Control
Product. According to the latest report, SafeDNS
blocks over 98.5% of requests to adult content.
During all the 5 years of testing SafeDNS has
produced zero false positives

PER USER FILTERING
Policies

You can apply different ﬁltering policies to users by
setting up individual ﬁltering proﬁles.
Additionally, you can set up different ﬁltering proﬁles
for different users on the same computer (with
SafeDNS agent software for Windows-based
computers).
You can also ﬁlter the internet on some comput ers,
and leave selected computers (of privileged users,
for example) without any ﬁltering at all.

Filtering users
behind NAT

Filters users differently behind NAT
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FEATURES
60 ﬁltering
categories

Categories of websites you want to block or allow

Website Check

Ability to check which category a website belongs
to in SafeDNS Database.

Allow/deny lists
of domains

Allow lists let you to make speciﬁc sites always
accessible even of domains if the category they
belong to is blocked. Deny Lists operate in an
opposite way – by making websites never
accessible. You can create these Lists manually or in
bulk.

Scheduling

Blocks differently (or everything) during certain
times of the day.

Whitelist-only
mode

Gives you an ability to block everything except
white listed sites.

SafeSearch

Forced Safe Search (currently available for Google
and Bing). This will ﬁlter sexually explicit videos and
images from search result pages.

YouTube
Restricted Mode

Restricted Mode hides YouTube videos, ﬂagged by
users as ones that may contain inappropriate content
Necessary to prevent bypassing the ﬁltering

Blocking proxies
and anonymizer
Ad blocking

Gives you an ability to ﬁlter out most of internet ads
of any type: banner-, video-, context-, pop-up ads

Internet Watch
Foundation/lWF
list

As IWF Member, SafeDNS includes in its web ﬁltering
systems and blocks URLs of indecent images of
children and abuse domains from Child Abuse
Images and content list (CAI(), compiled by IWF
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FEATURES (CONT.)
Canadian Centre
for Child
Protection/C3P
list

SafeDNS supports Project Arachnid, run by C3P. The
project is called upon to collect for blocking
resources with child sexual abuse material.

Blocking botnets
C&C servers

SafeDNS prevents inclusion of ﬁltering serviceprotected devices into botnets.

Botnet activity
notiﬁcations

Notifying of requests from protected devices to
servers controlling botnets.

INTERNET USAGE STATISTICS
Phishing and
Detailed reports and stats archived for up to 2 years
malware protection (depending on the Licensing plan). Gives you an
ability to export reports from the dashboard at any
time in .csv. Ability to reset all the stats
Logs

Monthly report sent by email Logs administrator's
actions

Support by email, phone and in online chat on the SafeDNS website
TECHNICAL SUPPORT

SafeDNS provides technical support via email 24/7. SafeDNS Support
usually responds within one working day.
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ABOUT SAFEDNS
For all support and technical questions, please write to our Support team:
support@safedns.com.
ABOUT SAFEDNS

SafeDNS is a worldwide provider of Al-powered web ﬁltering and internet
security solutions. In 2013, the company launched a commercial version of
its web ﬁltering service for home, educational and corporate users. In 2014,
SafeDNS released its web ﬁltering platform for ISPs and mobile operators.
The SafeDNS ﬁltering servers are located throughout data centers in both
Americas, Africa, Australia, Europe, and the Far East. Every day the
company processes about a billion queries from users of its ﬁltering
service. Now the SafeDNS products and cloud service are used by more
than 100 telcos, 300 partners, 4000 organizations, tens of thousands of
home users, and about one million of anonymous free users worldwide.

The top quality of the SafeDNS web ﬁltering service has already been
acknowledged by world leading test labs and publications. In February
2016 SafeDNS became Editor's Choice for Content Management & Filtering
Solutions in 2016 Cyber Defense Magazine lnfosec Awards. For 2 years
straight PC Magazine includes SafeDNS into a list of the best parental
control software.

Last June the service was named Approved Parental Control Product by
AV-Comparatives. According to 2020 tests, SafeDNS blocks near-perfect
98.5% requests to adult content. During all the 5 years of testing SafeDNS
has produced zero false positives.
Learn more about us at safedns.com. Phone +1-800-820-2530,
+1-571-421-2990 (outside USA)
sales@safedns.com
901 North Pitt Street Suite #325
Alexandria VA 22314
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